Standards of Conduct Regarding Privacy

Mission Statement

ROBERT A. GADLAGE, M.D,, P.C ("Provider") is committed fo
conducting its business with integrity and to comply with health care laws,
including applicable health information privacy laws, including, but not limited o,
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA").
Failure to comply with these laws could result in violations of existing contractual
arrangements and, in some circumstances, resull in cAminal, civil and
administrative sanctions to individual employees and Provider. Provider can
meaet its commitment to compliance only through the efforts of its directors,
officers, employees, and independent contractors, each of whom must perform
his or her duties on behalf of Provider with honesty and integrity, Although each
individual ultimately is responsible for his or her own conduct, Provider is
committed to maintaining a warking envirenment that fosters conduct consistent
with these ideals regarding the use and disciosure of Protected Health
Infarmation.

PROVIDER STANDARDS OF CONDUCT

SCOPE

Contemporanecusly with the adopted of this HIPAA Compliance Plan,
Provider has also approved and adopted a Compliance Plan {the "General
Compliance Plan®) governing compliance by Provider and its workforce with all
laws applicable to Provider's health care business.

The HIPAA Compliance Plan is supplemental to the General Compliance
Plan and sets forth certain administrative policies and procedures related o
hiring and employment, education and fraining, monitoring, compliance and
reporting of violations. To reduce duplication, Provider intends that the
administrative policies set forth in this HIPAA Plan will apply with equal force and
effect to the training, education, monitering and reporting of matters addressed in
the General Compliance Flan as applicable. Accordingly, any reference to "laws"
in the administrative policies and procedures of this HIPAA Plan shall refer
specifically to the laws the subject matter of which are referenced in the General
Compliance Plan.

BASIC PRINCIPLES

The following Standards of Conduct Regarding Privacy and Security
summarize the basic principles upon which Provider's HIPAA Compliance
Program is based. These Standards apply to all of Provider's directors, officers,



employees, and independent contractors, as well as all employees and agents of
American Physician Services, Inc. (the "Manager"), who performs services for
Providers (the "Provider Personnel”). These Standards must be carefully
reviewed and closely followed by all Provider Personnel. Suppiementary
information relating to these Standards can be found in the HIFAA Compliance
Program Manual and will be provided through pericdic formal and informal
training and education programs. Any employee who has guestions concarning
these Siandards should seek guidance from Provider's Privacy Officer. Each
employee must complete and sign the Certification attached to these Standards
of Conduct Regarding Privacy and Security indicating that he or she has read,
understands, and will comply with these Standards of Conduct Regarding

Privacy and Security.

Standard No. 1
Partlr:matrnn In the Enmg]iam::e F'rngram

Fammpabnn in medar's HIPAA Eump.’iance Fmgram is a condition
of employment and is a factor that will be considered in each
'emp.!uy&& 5 perfnnﬂance eval’uafmn,

Compliance may begin with the development of a HIFAA Compliance
Program Manual and Standards of Conduct Regarding Privacy and Security, but
it does not end there. A HIPAA Compliance Program cannct be effective unless
each and every employee actively participates in the Program by carefully
reviewing these Standards of Conduct Regarding Privacy and Security and
attending Provider training and education programs. Farticipation in Provider's
HIPAA Compliance Program is a condition of employment and will be a factor
considered in each employee’s performance evaluation. As such, it will affect
decisions relating to compensation, promotion and retention.

' Standar'd No.2
ﬂﬂmEHEIﬂEE Wrth La'l.l'u.l'E1 Fuhc‘iﬂs and Pmneﬂur‘es

E‘:-::-mpnanne with appfmabl‘e fedemi and 51‘ate laws on health
information pr.’var:j.r and HIPAA Gump.‘:anca Program pnﬂc.'es and
pmcedures is a -::undmnn ::af Emp."u ymen! at Frnwder.

Provider offers services that are heavily regulated and subject to a large
number of federal and state civil and criminal laws and regulations. Violation of
these laws and requlations can result in financial penallies and in some cases,
imprisonment. Provider ‘s HIPAA Compliance Program is designed to prevent
such violations. Accordingly, it is critical that all Provider employees comply with
the privacy laws and regulations that are applicable to Provider's business and



with all HIPAA Compliance Program policies and procedures, Such compliance
Is a condition of employment and is a factor that will be considered in each
employee's performance evaluation.

Etandar'd No. 3
F‘nva{:]r El:rmghant:ﬂ QUEstmn

.ff a med'er empl-::yee has 4 qruesﬂnn r:nncern.’ng whefher g

or F'mwders HIFM ﬂnmpﬂanﬂe Fmgram pnﬂcfes nr pmnedures
that employee should not guess as to the correct answr' he or she
should seek gu!danﬂ-e fmm ms or her superwsar or the F'nvac}-'
ﬁﬂ"mr_.

Health information privacy laws and regulations, such as HIPAA ars
numercus and complicated. Although one of the cbjectives of Provider's HIFPAA
Compliance Program Is to educate all Provider employses about the basic
requirements of these laws and regulations, Provider does not expect all of its
employees to become experts. For precisely this reason, where an employee is
not sure whether a particular activity or practice vioclates the privacy laws {or any
of the HIPAA Compliance Program policies and procedures), the employee
should not — under any circumslances — “guess” as to the cormrect answer
Instead, the employee should seek guidance from his or her supervisor or the
Privacy Officer. Most simply put, when in doubt about the meaning or
reguirements of the law or Provider's HIPAA Compliance Program policies or
procedures, ask the appropriate Provider personnel. Provider employess will not
be penalized for asking privacy or security compliance-related questions. To the
contrary, Provider is intent on creating a culture in which avery employee is
comfortable asking the questions necessary to ensure that he or she
understands his or her tasks and abligations in full.

Emndard Nu 4
"u"mlatu:msI Cnnf‘dentia}itg, hlc.-n Retaliaﬂn

If a Provider empl'-::-}ree be.rieves fhar an Exfsnng pran!me ma}r violate
privacy laws or the HIPAA Cnmp-'ram:a Program policies or
procedures, the emplo yee must ‘report this practice. This report may
be made anonymously. Further, Provider will not take any adverse
action against an employee who makes such a report in good faith
and who was not involved in the practice at issue.

Although the primary objective of Provider's HIPAA Compliance Program



5 to prevent violations of applicable health information privacy laws, no system
or person is perfect. Where such a violaticn may have occurred, Provider needs
to conduct a prompt and thorough investigation of the suspected misconduct.
This Iinvestigation will allow Provider to determine whether a violation has
occurred and, if so, what remedial measures or disciplinary action, if any, to take.
Accordingly, all employees are required, as a condition of employment, to repori
suspected unauthorized uses or disclosures of Protected Health Information or
other misconduct Reports of suspected misconduct may be made to a
supervisor, the Privacy Officer or any member of Provider's Privacy Commitiee in
writing or verbally. If a report is made in writing, the report does not need to
include the identity of the person making the report.

In all events, Provider will strive to maintain the confidentiality of any
reporting employee, However, it must be understood that there may be a time
where a reporting employee’s identity may become known or may have to be
revealed (e.g., if government authorities become involved in the investigation).
Finally, whether or not the identity of a reporting employee becomes known or is
revealed, under no circumstances will Provider take adverse action against a
Frovider employee who reports actual or potential misconduct in good faith and
who was not involved in the misconduct in question.

. Etandard No. 5
Tru th, Accu rav:g and Eum EIEtBﬂEEE

Prao vf-_:iéf :ﬂ_m,t:r_u:'dyeas-mas_t bE;_fruthfuI-_m _a_H.-gf ﬂr&u‘.cummunfcaﬁﬂns
with private and governmental organizations.

All documents prepared by Provider employees, and all data entered into
Provider's systems by employees, whether for intemal or external use or
processing. must be truthful, accurate and complete. All employees shall
carefully follow RHIPAA Compliance Program policies and procedures relating to
protected data access, use, disclosurs, and retention,

. Standard No. &
Patient Canfi ::Ienﬁ ah_tI

Fraovider employees must pmf&cf fhe pnvar:y of medical and other
mfnrmaﬂnn recei ved from and ahnut paﬂems and pu!enﬂai‘ patients.

As part of Provider's business, it receives medical and other personally
icentifiable health information from various health care providers and payors,
including information relating to such individual patients' medical conditions.
Frovider will respect and preserve the privacy of this persenal information.
Except to the extent permitted by the patient and under state and federal law,



Pravider and its employees will not disclose personally identifiable health
information about a patient to any third party. Furthermore, Pravider is required to
presenve the confidentiality of patient information that remains in its possession,

Disciplinary Action

Provider will take disciplinary action, ranging from a verbal waming to
termination of employment, against any employee, regardless of his or her leval
or position, who fails to comply with these Standards of Conduct Regarding
Privacy and Securty, HIFAA Compliance Program policies and procedures, or
applicable health information privacy laws, The severity of the disciplinary action,
which will be determined by senior management {in consultation with the Privacy
Officer and the employee's supervisor, as appropriate), will generally depend on
a variety of factors, including but not limited to: (1) the severity of the violation,
(2) whether the violation was committed intentionally, recklessly, negligently, or
accidentally, (3) whether the employee has committed any violations in the past,
(4) whether the employee self-reported his or her misconduct, and {5) whether
iand the extent to which) the emplovee cooperated with Provider in connection
with its investigation of the misconduct. Cerlain actions that fail to comply with
these Standards of Conduct Regarding Privacy and Security, HIPAA Compliance
Program policies and procedures, or applicable health information privacy laws,
may be subject to discipline, up to and including termination, without regard to
these faciors or some of them, becauss of the seriousness of the issues
invelved. Where this is the case, the disciplinary policy and factors involved will
be described in a policy or procedure, Where appropriate, Provider may also take
disciplinary action against supervisors who fail to detect or repart misconduct on
the part of employees under their supervision.

Eemedial Action

In addition to taking disciplinary action, Provider will implement other
remedial measures, as appropriate, in the event of a violation of these HIPAA
Compliance Program Standards of Conduct Regarding Privacy and Security,
policies and procedures or applicable health information privacy laws. The
remedial action may include, for example, education of employees, modification
of systems, and maodifications of policies and proceduras, to prevent violations of
these laws.

Certification

As part of the implementation of the HIPAA Compliance Program, each
Provider employee must cerify and agree in writing that he or she has read,
understands and will comply with these Standards of Conduct Regarding Privacy
and Security. The certification will be renewed by each employee on an annual



basis. In addition, a new employee must execute the certification and agreement
prior to commencing work for Provider,
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